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Examples used 

This example deck, and the report to which it relates, highlights examples of current practice that were identified by the 

Financial Reporting Council Lab (the Lab) team and investors. Not all of the examples are relevant for all companies, and all 

circumstances, but each provides an example of a company that demonstrates an approach to useful disclosures. Highlighting 

aspects of reporting by a particular company should not be considered an evaluation of that company’s annual report as a 

whole. Investors have contributed to this project at a conceptual level. The examples used are selected to illustrate the 

principles that investors have highlighted and, in many cases, have been tested with investors.

However, they are not necessarily examples chosen by investors, and should not be taken as confirmation of acceptance of the 

company’s reporting more generally. If you have any feedback, or would like to get in touch with the Lab, please email us 

at: frclab@frc.org.uk.

http://www.frc.org.uk/document-library/financial-reporting-lab/2022/digital-security-risk-disclosure-report
mailto:frclab@frc.org.uk
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Business continuity and resilience

Digital security is fundamental to business continuity, resilience and value 

creation. Reporting on these areas should provide relevant information to 

investors and other stakeholders to assist them in assessing a company’s 

ability to remain viable and resilient. 

Context

As part of the project, the Lab reviewed current disclosure practices (up to 

May 2022) to identify examples of better practice. 

This example bank supplements the full project report which provides insight 

into investors needs, challenges for companies and some suggestions for 

disclosures which align to investor needs. 

This example bank is designed to be read alongside the main report but can 

be used separately as a guide relating to current better practice disclosure.  

The key findings from the project have been included in the following pages 

to provide further context for this example bank.
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Introduction

Introduction

Disclosure, materiality and the risk of ‘over-disclosure’

As part of the project we engaged widely with various 

stakeholders. Participants noted that, on average, current 

disclosures are not sufficient to meet investor and other 

stakeholder needs. While there were concerns expressed 

from some that additional digital security-related disclosure 

in itself could create risks for companies, there was an equal 

number who highlighted the opposite, noting in their view, 

that a lack of disclosure or overly static 'boilerplate' 

disclosure was in itself a flag that a company was not 

sufficiently emphasising digital security.

The examples in this bank link to key aspects of disclosure 

identified as useful in the project. When determining which 

disclosures to provide, consideration should be taken of 

materiality for the company, potential sensitivity of the 

information and whether they provide sufficient 

information to users.

These examples are based on our review of market practice 

up to May 2022. As reporting and disclosure practice in this 

area develops we may consider updating these examples. 

http://www.frc.org.uk/document-library/financial-reporting-lab/2022/digital-security-risk-disclosure-report


FRC | 4

Strategy

Investors want (where relevant) 

disclosures that:

Audit committees should 

consider whether the 

disclosures:

Reporting and risk disclosure teams should consider: 

Core disclosures                  Enhanced disclosures 

that:                                     that:

• provide the context for digital 

security and strategy and its 

importance to the company’s 

broader strategy and business 

model and ability to generate value;

• indicate how external trends 

associated with digital security and 

strategy are integrated into the 

company’s approach; and

• link digital security and strategy 

disclosure to the company’s 

broader strategy.

• make sense in the context 

of the company’s broader 

strategy;

• clearly communicate the 

company’s digital 

transformation and data 

strategy; and

• explain how digital 

transformation and its 

related risks can advance or 

hinder the attainment of 

future strategic objectives.

• set out how the business 

model and strategy 

impact, and are 

impacted by, digital and 

data; 

• set out the company’s 

(planned) approach to 

respond to internal and 

external digital factors; 

and

• indicate how developed 

the company’s data and 

digital transformation 

strategy is and whether 

there are any associated 

KPIs.

• set out how technology and 

digital support the future 

business model and the 

actions and investments the 

company has made; 

• provide specific details of 

digital transformation 

trends; and

• provide a consistent 

narrative throughout the 

report (or are included in a 

report from the Chief 

Technology Officer (CTO)) 

with clear links to other 

strategic areas and related 

decisions.

   
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Governance

Key findings: GovernanceFRC Lab Report: Digital Security Risk Disclosure Example bank

Investors want (where relevant) 

disclosures that:

Audit committees should 

consider whether the 

disclosures clearly 

communicate:

Reporting and risk disclosure teams should consider: 

Core disclosures                  Enhanced disclosures 

that:                                     that:

• detail the governance structures, 

culture and processes the company 

has in place to support digital 

security and strategy;

• link the governance of digital 

transformation and security risks to 

strategy and risk appetite;

• show how the board, and its 

committees, have oversight of these 

risks. This may also include who 

within the company has ownership 

of specific risks, and the access they 

have to senior leaders;

• explain what a company has done 

to foster a digital security (or 

cybersecurity) culture; and

• outline the relevant skills of the 

board and any assurance obtained.

• who the risk owners or 

responsible officers are and 

how they contribute to 

‘senior-level’ discussions;

• what steps (including 

recruitment and training) 

are being taken to 

determine whether the 

appropriate skills exist 

within the board and 

company (and whether 

these steps are fit for 

purpose); and

• what role internal audit and 

the audit committee play in 

relation to digital security 

and strategy risks.

• cross refer to strategic 

drivers or business 

model within the audit 

and risk committee 

section; 

• explain board and 

committee structure and 

the make-up of a digital 

committee if in place; 

and

• reference surveys, cyber-

related training and 

other activities 

conducted during the 

period.

• provide CTO (or equivalent) 

reports on opportunities 

and threats;

• set out issues that the board 

and committees have 

considered, name owners of 

specific risks and detail how 

these tie to specific 

oversight committees and 

the role of the CTO (or 

equivalent); and 

• detail development of a 

cyber and digital culture 

within the organisation, 

including monitoring and 

targets.

   
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Risks

Key findings: RisksFRC Lab Report: Digital Security Risk Disclosure Example bank

Investors want (where relevant) 

disclosures that:

Audit committees should 

consider whether the 

disclosures clearly 

communicate:

Reporting and risk disclosure teams should consider: 

Core disclosures                  Enhanced disclosures 

that:                                     that:

• link the digital security and strategy 
risks to strategic objectives and risk 
appetite; 

• consider the actions and activities 
taken to mitigate risk and how risks 
have evolved;

• provide information about the risk 
and mitigations at the right level of 
granularity; and

• connect digital security and strategy 
with disclosures on viability and 
resilience.

• whether a rigorous risk 
identification process has 
been undertaken;

• what the company 
considers to be the optimal 
level of risk;

• how the company’s digital 
security strategy is 
communicated throughout 
the organisation and 
supply chain and how this 
is reviewed/monitored; 

• that the company/board 
understand the threat 
landscape, company 
vulnerabilities, risk 
appetite, mitigating actions 
and effectiveness; and

• the extent to which there is 
reliance on third parties.

• cross refer to strategic 
objectives and risk 
appetite and indicate the 
owner of each risk;

• provide detail of 
frameworks, mitigations 
and actions; 

• set out the elements that 
are reflective across the 
group or highlight 
specific areas of the 
business that are 
impacted; and

• set out the impacts of 
digital transformation 
and data within the 
prospects assessment, 
assumptions and in the 
context of stress testing.

• provide more detail on  the 
oversight process, identify 
associated opportunities 
and provide clear and 
specific links to viability and 
resilience scenarios;

• provide risk actions and 
mitigations at a granular 
level relevant to the 
business (e.g. product, 
segment, operation or 
geography) or consider the 
wider value chain 
(customers, suppliers etc.); 
and

• provide more detail of 
‘cyber scenarios’ (e.g. length 
of disruption, cost, division, 
regulatory response) 
considered and/or of 
connected scenarios.

   
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Events

Key findings: EventsFRC Lab Report: Digital Security Risk Disclosure Example bank

Investors want (where relevant) 

disclosures that:

Audit committees should 

consider whether the 

disclosures clearly 

communicate:

Reporting and risk disclosure teams should consider:

Core disclosures Enhanced disclosures 

that: that:

• highlight the impacts of events 

(internal and external) and the 

actions and activities that respond 

to these.

Specifically where the company has 

been the subject of a cyber incident, 

provide information about:

• the incident and its immediate 

impacts;

• mitigating actions taken and their 

objective and effectiveness;

• the work of the board to facilitate 

recovery from the incident;

• the quantified financial impact of 

the incident; and

• any improvements and 

amendments made, or to be made, 

in response to the incident.

• whether the incident 

response plans had 

functioned adequately;

• whether incident escalation 

channels had been 

adequately established and 

functioned effectively to 

inform key decision makers 

about the incident in a 

timely manner;

• whether the incident (or 

type of incident) had been 

anticipated in some form 

(or had the event not been 

foreseen at all); and

• how accurately cyber-

related risks had been 

considered in the 

company’s various scenario 

analyses.

• provide information 

about the nature of the 

incident and its 

immediate impacts 

(subject to interaction 

with other reporting and 

regulatory 

requirements); and

• explain the shorter term 

mitigations and actions 

taken to restore 

operations and reduce 

customer impacts.

• provide detail of response 

to the issue by internal 

audit, the board and its 

committees in 

understanding the issue, 

managing the incident, 

assessing the effectiveness 

of remediation work 

conducted and learning 

lessons for the future.

• quantify the estimated 

financial impact (if 

material) of the incident and 

impacts on future capital 

expenditures.

• explain how learnings and 

changes have fed through 

to the net and gross risk and 

longer-term viability and 

resilience.

   



Strategy

Helping investors understand Extract

The context for digital security and strategy and its 

importance to a company’s broader strategy, business 

model and ability to generate value

IAG; Experian

How external trends associated with digital security 

and strategy are integrated into the company’s 

approach

IAG; Experian

How digital security and strategy disclosure links to 

the company’s broader strategy
BAE Systems
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IAG

Annual Report 2021, p62

What is useful?

IAG has included a report 

from the Chief Information 

Officer which clearly 

explains the current and 

future digital and 

technology-based strategy 

in the context of the 

company’s markets and 

stakeholders.

Reporting ‘directly from the 

CIO’ further illustrates the 

company’s commitment to 

technology and digitisation 

in achieving its strategic 

objectives.

https://www.iairgroup.com/~/media/Files/I/IAG/annual-reports/iag-annual-reports/en/annual-report-and-accounts-2021.pdf#page=64
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Experian

Annual Report 2021, p19

What is useful?

Experian details how data, 

digital and cyber trends are 

developing and feeding 

directly into the strategy, 

risks and opportunities for 

the business over the short, 

medium and long-term.

This disclosure sets the tone 

for the rest of the report. 

The company then includes 

detailed disclosure on the 

processes, approaches and 

actions it is taking in these 

areas (see next page).

https://www.experianplc.com/media/4223/experian-annual-report-2021.pdf#page=21
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Experian

Annual Report 2021, p43

and p44

https://www.experianplc.com/media/4223/experian-annual-report-2021.pdf#page=45
https://www.experianplc.com/media/4223/experian-annual-report-2021.pdf#page=46
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BAE Systems

Annual Report 2021, p12

and p14

What is useful?

BAE Systems explains how 

digital strategy and security 

risks and opportunities are 

considered in the context of 

the company’s broader 

strategy (including 

acquisition activity).

https://investors.baesystems.com/~/media/Files/B/Bae-Systems-Investor-Relations-V3/PDFs/results-and-reports/results/2022/bae-ar-complete-2021.pdf#page=14
https://investors.baesystems.com/~/media/Files/B/Bae-Systems-Investor-Relations-V3/PDFs/results-and-reports/results/2022/bae-ar-complete-2021.pdf#page=16
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BAE Systems

Annual Report 2021, p138

What is useful?

The report from the 

Innovation and Technology 

Committee further 

highlights the importance 

of the topics within the 

company and to external 

stakeholders.

https://investors.baesystems.com/~/media/Files/B/Bae-Systems-Investor-Relations-V3/PDFs/results-and-reports/results/2022/bae-ar-complete-2021.pdf#page=140


Governance

Helping investors understand Extract

The links between the governance of digital 

transformation and security risks to strategy and 

risk appetite

Schneider Electric; Landsec; 

UBS

How the board and its committees have oversight 

of these risks. This may also include who within the 

company has ownership of specific risks, and the 

access they have to senior leaders

Flutter Entertainment; Reach; 

London Stock Exchange Group; 

RELX; Admiral Group; NatWest 

Group; Ocado Group

What the company has done to foster a digital 

security (or cybersecurity) culture

Schneider Electric; Admiral 

Group

The relevant skills of the board and any assurance 

obtained

Flutter Entertainment; RELX; 

NatWest Group; Admiral 

Group
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Schneider Electric

Universal Registration 

Document 2021, p38 and 

p97

What is useful?

Schneider Electric has taken 

a holistic approach to 

cybersecurity and has 

embedded it into its wider 

‘trust charter’. The trust 

charter is used to set 

expectations around the 

overall company culture. 

The company has used a 

case study and key metrics 

to help demonstrate how its 

approach to trust is 

embedded into the 

company.

https://www.se.com/ww/en/assets/564/document/319364/2021-universal-registration-document.pdf#page=40
https://www.se.com/ww/en/assets/564/document/319364/2021-universal-registration-document.pdf#page=99
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Company insight: Schneider Electric SE

During a discussion with Schneider Electric to understand more about their approach to ‘cybersecurity 

disclosure’ they identified some key considerations:

1. The more disclosure, the better – rather than focus on just what is required, report the maximum 

allowable by the company’s policies

2. Be proactive, not reactive – integrate cyber, digital and data risks into the broader enterprise risk 

management framework and try to anticipate regulations before they are implemented – this allows 

systems, processes and reporting to be ahead of the game

3. Own the narrative – this can only be achieved if you report and make information visible to your 

community. If not reported directly by the company, information may be obtained through other 

channels, potentially resulting in an alternative narrative being presented to the market and other 

stakeholders

4. Consider the company’s importance and role in the value chain especially for critical infrastructure –

report information that allows others to fully understand the company and its cybersecurity posture

Schneider Electric

Universal Registration 

Document 2021, p41

What is useful?

The company further builds on 

the cyber culture disclosure 

and demonstrates through its 

disclosure that it considers 

cybersecurity risk beyond the 

company boundary, i.e. 

suppliers, contractors and 

communities.

These risk considerations then 

connect with the company’s 

detailed exploration of risks, 

mitigations and opportunities.

https://www.se.com/ww/en/assets/564/document/319364/2021-universal-registration-document.pdf#page=43
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Schneider Electric      Universal Registration Document 2021, p83 and p84

What is useful?

These risk considerations then connect with the company’s detailed exploration of risks, mitigations and opportunities.

https://www.se.com/ww/en/assets/564/document/319364/2021-universal-registration-document.pdf#page=85
https://www.se.com/ww/en/assets/564/document/319364/2021-universal-registration-document.pdf#page=86
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Landsec

Annual Report 2021, p75

What is useful?

Landsec clearly identifies Key Risk Indicators (KRIs) and their impact on the company’s strategic objectives. The existing and planned 

mitigating activities are outlined.

https://landsec.com/sites/default/files/2021-06/Landsec_AR2021_Interactive_Final.pdf#page=77
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Landsec

Annual Report 2021, p106

What is useful?

Responsibility for the risk 

area is clearly presented by 

the company and the 

importance to the audit 

committee’s discussions 

and focus during the period 

is highlighted.

https://landsec.com/sites/default/files/2021-06/Landsec_AR2021_Interactive_Final.pdf#page=108
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UBS

Annual Report 2021, p101

What is useful?

UBS identifies cybersecurity 

and information security as 

a risk. The company not 

only identifies the direct 

manager of the risk but also 

the ‘independent’ party 

responsible for overseeing 

the risk.

https://www.ubs.com/global/en/investor-relations/financial-information/annual-reporting.html#fullreports
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Flutter Entertainment

Annual Report 2020, p102

What is useful?

Flutter explains how the 

board considered cyber 

risks and security during the 

period. Furthermore, details 

are provided regarding 

which frameworks have 

been adopted, applied and 

monitored across the 

group.

The company has clearly 

reported what plans are in 

place to enhance the 

board’s knowledge and 

expertise including the 

appointment of an external 

advisor.

https://www.flutter.com/media/3akfm0gk/annual-report-and-accounts-2020-1.pdf#page=106
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Reach 

Annual Report 2021, p21 and p77

What is useful?

Reach illustrates the importance of digital, 

and therefore cybersecurity, to the company 

and its strategy. 

The company reports the objectives of its 

cybersecurity programme, investments made 

into the area and outlines updates provided 

to the board.

Furthermore, the challenges facing the 

industry in the area are provided in the 

context of opportunities identified and how 

Reach is responding to these challenges and 

identified opportunities.

https://www.reachplc.com/content/dam/reach/corporate/documents/investors/annual-reports/Reach_AnnualReport2021.pdf.downloadasset.pdf#page=23
https://www.reachplc.com/content/dam/reach/corporate/documents/investors/annual-reports/Reach_AnnualReport2021.pdf.downloadasset.pdf#page=79
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London Stock Exchange Group        

Annual Report 2021, p56

What is useful?

The LSE Group provides a clear depiction of how technology, cyber and resilience feature in 

the company’s governance framework.

https://www.lseg.com/sites/default/files/content/documents/lseg-annual-report-2021.pdf#page=58
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London Stock Exchange Group        

Annual Report 2021, p52

What is useful?

The LSE Group provides a clear depiction of how technology, cyber and resilience feature in 

the company’s governance framework.

https://www.lseg.com/sites/default/files/content/documents/lseg-annual-report-2021.pdf#page=54
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London Stock Exchange Group

Annual Report 2021, p59

What is useful?

The group also provides insight into its assessment of risks arising from its business model and emerging technologies and how 

it intends to mitigate them. The executive lead is also identified.

https://www.lseg.com/sites/default/files/content/documents/lseg-annual-report-2021.pdf#page=61
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RELX

Annual Report 2021, p48, 

p75, p82 and p93

What is useful?

RELX’s reporting clearly 

illustrates the steps taken to 

address cybersecurity 

throughout the company 

(specifically relating to 

board awareness and skills) 

and the approach taken by 

its suppliers.

https://www.relx.com/~/media/Files/R/RELX-Group/documents/reports/annual-reports/relx-2021-annual-report.pdf#page=50
https://www.relx.com/~/media/Files/R/RELX-Group/documents/reports/annual-reports/relx-2021-annual-report.pdf#page=77
https://www.relx.com/~/media/Files/R/RELX-Group/documents/reports/annual-reports/relx-2021-annual-report.pdf#page=84
https://www.relx.com/~/media/Files/R/RELX-Group/documents/reports/annual-reports/relx-2021-annual-report.pdf#page=95
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Admiral Group

Annual Report 2021, p58, 

p87 and p133

What is useful?

Admiral provides insight 

into the information relayed 

to the board regarding 

information security and 

cyber risk and indicates that 

these areas received a 

greater level of attention 

from the board and risk 

committee during the 

period.

Further, the company 

highlights the actions taken 

to enhance the culture of 

cyber risk resilience 

throughout the group.

https://admiralgroup.co.uk/sites/default/files_public/annual-report/2022/03/2021-full-year-results-annual-report.pdf#page=60
https://admiralgroup.co.uk/sites/default/files_public/annual-report/2022/03/2021-full-year-results-annual-report.pdf#page=89
https://admiralgroup.co.uk/sites/default/files_public/annual-report/2022/03/2021-full-year-results-annual-report.pdf#page=135
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NatWest Group 

Annual Report 2021, p33 and 

p298

What is useful?

NatWest clearly lays out the 

potential risk posed due to cyber-

related threats as part of its market 

trends and environment analysis 

and its response to ensure 

minimum interruption to 

stakeholders.

The area is fundamental to the 

company and its strategy (and 

related risk environment), as 

evidenced by specific mention in 

the group’s external auditor’s 

report.

https://investors.natwestgroup.com/~/media/Files/R/RBS-IR-V2/results-center/18022022/natwest-group-annual-report-accounts-2021.pdf#page=18
https://investors.natwestgroup.com/~/media/Files/R/RBS-IR-V2/results-center/18022022/natwest-group-annual-report-accounts-2021.pdf#page=151
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NatWest Group      
Annual Report 2021,  
p81 

What is useful?

NatWest 

demonstrates its 

commitment to 

digital, data and 

related innovation 

through its board 

appointments (skills).

https://investors.natwestgroup.com/~/media/Files/R/RBS-IR-V2/results-center/18022022/natwest-group-annual-report-accounts-2021.pdf#page=42
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NatWest Group     

Annual Report 

2021, p134-135

What is useful?

NatWest further 

demonstrates its 

commitment to 

digital, data and 

related 

innovation by 

explaining the 

context further 

through a 

dedicated 

committee and 

report in the 

annual report.

https://investors.natwestgroup.com/~/media/Files/R/RBS-IR-V2/results-center/18022022/natwest-group-annual-report-accounts-2021.pdf#page=69
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Ocado Group

Annual Report 2021, p121 and p131

What is useful?

Ocado details the areas of focus for board 

development over the period including the new 

chair’s induction programme. Specifics relating to 

the internal and external providers of these 

trainings are reported.

https://www.ocadogroup.com/media/qwlchfvz/ocado-group-annual-report-2021-full.pdf#page=61
https://www.ocadogroup.com/media/qwlchfvz/ocado-group-annual-report-2021-full.pdf#page=66
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Ocado Group

Annual Report 2021, p87

and p118

What is useful?

Ocado specifies cyber-

related risks in its s172 

statement disclosure and 

provides detail regarding 

the nature of the risk, 

mitigation, movement over 

the period, tolerance (or 

appetite), related horizon-

scanning, owner and how it 

ties to the company’s ESG 

materiality considerations.

https://www.ocadogroup.com/media/qwlchfvz/ocado-group-annual-report-2021-full.pdf#page=44
https://www.ocadogroup.com/media/qwlchfvz/ocado-group-annual-report-2021-full.pdf#page=60


Risk

Helping investors understand Extract

The links between the digital security and strategy 

risks, strategic objectives and risk appetite

Derwent; Pennon Group; 

Legal & General Group

The actions and activities taken to mitigate risk and 

how risks have evolved

Chesnara; Next; Ocado 

Group

The risk and mitigations at the right level of 

granularity

Convatec Group
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Derwent    

Annual Report 2021, p162

What is useful?

Derwent provides context of how cyber risk 

connects to its operations and business model. 

The company considers the changing 

environment and describes the key aspects of 

its approach.

https://www.derwentlondon.com/uploads/downloads/Derwent-Annual-Report-2021.pdf#page=82
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Derwent    

Annual Report 2021, p114-115

What is useful?

The relevance to the company’s business model is also clear in the detailed risk section. This is achieved through splitting the risks between 

internal operational risk and customer/product risk, providing a direct link to strategic objectives, business model and KPIs and detailing the 

mitigations for each risk. The company also provides details of executive responsibility and where internal audit review of the cyber issue was 

obtained.

https://www.derwentlondon.com/uploads/downloads/Derwent-Annual-Report-2021.pdf#page=58
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Pennon Group

Annual Report 2021, p73

What is useful?

Pennon details its risk 

appetite relating to 

technology and security 

risk. The company also 

explains actions taken 

during the period to 

mitigate these risks and 

what frameworks have been 

used as part of the risk 

management process.

https://www.pennon-group.co.uk/system/files/uploads/financialdocs/pennon-group-annual-reports-2021.pdf#page=77
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Legal & General Group

Annual Report 2021, p41

and p69

What is useful?

Legal & General explains 

the impact of digital 

security risks on multiple 

stakeholders and any 

actions taken to mitigate 

these risks.

https://group.legalandgeneral.com/media/fx3kkujx/l-g-2021-annual-report-and-accounts.pdf#page=43
https://group.legalandgeneral.com/media/fx3kkujx/l-g-2021-annual-report-and-accounts.pdf#page=71
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Legal & General Group

Annual Report 2021, p77

What is useful?

The group’s commitment to 

technology and related risks 

(and opportunities) is 

highlighted by the work of 

the group’s technology 

committee.

https://group.legalandgeneral.com/media/fx3kkujx/l-g-2021-annual-report-and-accounts.pdf#page=79
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Chesnara

Annual Report 2021, p61

What is useful?

Chesnara’s risk disclosures 

include both appetite and 

impacts within the body of 

the ‘risk table’. The 

company also details key 

elements of its mitigations 

for cyber risk and resilience 

and highlights the impact of 

recent events, including 

COVID-19 and Russia on 

their digital supply chain.

https://www.chesnara.co.uk/~/media/Files/C/Chesnara-Plc-V2/documents/reports-and-presentations/financial-reports/2021/chesnara-report-and-accounts-2021.pdf#page=63
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Next

Annual Report 2022, p85

What is useful?

Next ties digital security risk 

to business continuity. The 

company specifies actions it 

has taken during the period 

to mitigate the risk and 

indicates involvement of the 

board and audit committee 

in the process.

https://www.nextplc.co.uk/~/media/Files/N/Next-PLC-V2/documents/2022/annual-reports-and-account-jan-2022.pdf#page=87
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Convatec Group

Annual Report 2021, p116

What is useful?

Convatec, through use of a 

case study, outlines how 

external providers have 

advised on changes to risk 

mitigation activities and 

further embedded the 

importance and visibility of 

digital security within the 

company and its supply 

chain.

Changes made to supplier 

selection and management 

as a result of the supply 

chain review are clearly 

explained.

https://www.convatecgroup.com/globalassets/global-assets/pdf/convatec_ar2021_interactive.pdf#page=118


Events

Helping investors understand Extract

The impact of events and incidents Weir

The company’s response to a cyber incident or data 

security issue

Weir

The impact of geopolitical issues on digital security Chesnara
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Weir

Q3 trading update and Full 

Year Results 2021 

presentation, p5

What is useful?

Weir was subject to a 

cybersecurity incident in 

September 2021. The company 

included initial information in 

its Q3 update to the market. 

This was supplemented at year 

end with more detail in the 

year end results presentation. 

The timeline and key outcomes 

provide users with a quick 

understanding of the event 

and its impacts quickly.

“We responded quickly and comprehensively to what was a 

sophisticated external attack on our business. The robust 

action to protect our infrastructure and data has led to 

significant temporary disruption but our teams have 

responded magnificently to this challenge and have 

managed to minimise the impact on our customers. We will 

continue to focus on the safe restoration of all our systems 

whilst strengthening our future resilience even further.”

Jon Stanton, Chief Executive of Weir – Q3 trading update

https://www.global.weir/assets/files/investors/presentations/weir-group-full-year-results-presentation-2021-final.pdf#page=5
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Weir

Annual Report 2021, p12 and p16

What is useful?

The annual report covers the cyber incident in detail. The Chairman’s 

statement notes upfront the issue and some of the board’s interaction 

on the topic. This is then reflected through the Chief Executive’s 

statement which covers the operational impact of the event and the 

financial review which covers key financial impacts. The incident is also 

reflected throughout the rest of the report with significant detail of the 

Audit Committee’s role and actions and how the incident has fed 

through to risks and risk reporting.

https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=14
https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=18
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Weir

Annual Report 2021, p40 and p110

https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=42
https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=112
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Weir

Annual Report 2021, p79 and p113

https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=81
https://www.global.weir/assets/files/investors/reports/2021-annual-report/weir-group-annual-report-2021-website-version.pdf#page=115
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